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Automation: It’s Possible with Physical
Infrastructure

Zero-touch provisioning | 7 wliit

Zero-touch VM discovery, W yichs
configuration, and mobility | - i

Self-forming trunks

Minimal configuration to
add links or switches

Manage many switches as a
single logical device

50% Lower Operating Expenses
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The Evolution of Data Center Network Automation

Cloud Management Platform (Tenant Provisioning)
OpenStack | CloudStack | Homegrown Scripting | Vendor Provided Solutions

Infrastructure Provisioning

)

Controller-based Architecture
* Brocade Vyatta Controller (ODL)

> Cloud

5 - Yang Model VMware NSX

o REST API

< - -

= Native Fabric DevOps

<Z): V¢S * Python

w o * ML2 Netron

| CLI Scripting Plugin * Puppet Agent

8 * Yang Model

CLI NETCONF
e CLI >
MANUAL AND STATIC AUTOMATED AND DYNAMIC
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Programmability and SDN Readiness

« Faster, more elegant integration with « Efficient orchestration integration
in-house and third-party management without loss of administrative control
and orchestration tools — Fabric- and node-level programmability and

— Robust REST API, fully documented YANG troubleshooting
model, and tools for developers — Integrating with SDN Controller and third-
— Simpler to write and maintain network party OpenDaylight-compliant
applications using the fabric-level API controllers through OpenFlow 1.3
— DevOpsintegration for Puppet and « Self-tuning fabric in response to
Python scripting management-level changes
S =0 Hardware
Rest S [%’%] R
..................... T
APIS Virtual ADCs vRouters "Wﬁ‘ﬁ L I%‘H
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Programmability /A\PUPPEt

PUPPET INTEGRATION FOR DEVOPS

* Puppetis IT Automation software for DevOps
- Puppet automates and manages infrastructure (servers, network and storage)
lifecycle, from provisioning and configuration to orchestration and reporting
How does Puppet work?

Provider

Catalog
Catalog L * Provider Apache
alog Windaws Server Mysql
Catalog
tc
Catalog & €
catalog i * A - Provider Provider -
e —— ik Server NetDev Rest / Netconf

Catalog Linux SNMP

Catal

thlegg unIx - IPAM " catalog Provider

catalog

s >3
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Main OpenStack Projects

Brocade Focus: Networking(Neutron, Tacker), Storage(Cinder) &
Workflow(Mistral)

stack®

HORIZON
Dashboard
( N ( ( N N
NOVA GLANCE SV\{IFT NEUTRON CINDER TACKER MISTRAL CEILO-
Compute || [Mage Object || ot orkin Volume NFV Workflow || METER
P Service Store & Service Service || Telemetry
. & ] \_ J L JAN YA )
N\
BROCADE= [ stackstorm

KEYSTONE
Identity
Service
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Open Stack Plugin Types

* ML2 (VLAN) plugins for
- Routing and switching devices
- OpenDaylight SDN Controllers
- lIronic Baremetal Services

* L3 SVI Service plugin for switching and
routing devices

- Data Center networks and IP Fabrics
- Layer 2 & Layer 3 Scale Out
- VXLAN off-load from OpenvSwitch to VDX

L2 Gateway Service
— VXLAN to VLAN Gateway

Edge VPN Service
- VPLSDC-DC

vRouter FWaaS$S, VPNaaSs, L3aa$sS

Storage (Cinder)
~ Plugin for Fibre Channel devices
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DC/Cloud Architecture

Physical and virtual network (Data Comter . N
n %/—JL{C% MLXe
openstack MCT
o OCADE
Spine , SROCA /\‘ . cale
Plugin Plugin Plugin | e ves& sca
* Scale out non-disruptively < : EKB’ RIC —>
* Fabric-based Multi-tenancy at scale N e =
* VLAN isolation Al~l=B; |Ewlap A==n
. (il (EIEl: [ EQIERY
* Inter-VLAN routing afnfe Al o Tn
* VRRP support L Rackc1 Rack-2 Racken )
« FWaaSsS (ACL su pport) » Flat topology, east-west optimized

+ Performance, resiliency, and scale via load balanced
L1/2/3 multipathing

Fabric managed as one logical switch

« VM-aware
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Data Center/Cloud Architecture

Physical, virtual, and DC interconnect network @
'— Private Fiber
/| mpLs/vPLS
[Data Center #1 M'LXe

Inter
openstack f”e be -
MLX ML2 MLX SVI MLX Edge
Plugin Plugin VPN Plugin

Multitenant support
VLAN isolation
Inter-VLAN routing

DC Interconnect
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A New Network Architecture

SDN logically centralizes the control plane

ﬁ Northbound API

............ Industry Standard
Control Protocols

. Standard
, Modeling
Language

EMS, NMS, CLI, and APIs specific to the switch or . Logiga!lly centralized open control plane, non-vendor
router vendor specific

Proprietary control plane per device * Normalized programming interface

Communication protocols standardized for » Standard control protocols and modeling language

interoperability
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OpenDaylight Project—Operated by the Linux Foundation

* The leading open-source SDN

OSS/BSS controller

Orchestration

Applications

- More than 200 developers from 41
member companies AND individuals from
user organizations

Customer Developed Vendor Developed Neutron

Applications Applications Plugin _ 1.7+ million lines of COde

* Open industry forum: most
networking providers, many SDN
ecosystem firms

—

*ODEN
DAYLIGHT

r » r r r |

roiila” el Povsoall P o s * Addresses service provider &
enterprise needs

» Platform-independent “narrow

Physical waist”—standardization point that

: Virtual Switch : e e .. ) .
Switches and and Routers Network Policy allows for optimization and innovation

Routers

above and below
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Open SDN Controller

Part of open, modular portfolio

* Designed for an open, multivendor
world

- Each layer can be selected independently

- No platform or northbound dependencies

Simple on-ramp to SDN
- Lowe-risk investment protection

- Smooth installation and maintenance

Collaborative innovation
- Joint and custom app development

- Bridge to OpenDaylight community

«:ﬂ,:, || L=
= o= Fb g

Developer Trainingand  Developer Professional openstack

Tools Support Partners Services
/Sttty At
: i Developer Interfaces :

i OpenStack 1
: i l RESTCONF } L JAVA } L NEUTRON ML2 } I
I , ---------------------- S ESSeessms—ss—— |
: i Services and Abstraction Engine g :
I! ( Topology ™y~ Host N Akka Ty, Stais MEsas I
I i E--M@PP?I- -][--Ifﬁpkﬁr--'][ - Clustering- ][--M@n@get ] I
: : ( ............................................ F?‘ :
1 N e Sq 1
| (FTSREEEEIEIEEZEsEsEzsEsIssssisIssssizazazsisszzzsasszssIsszszsasaac |
I Southbound Plugins I
: ' [ openriow [ NETcONF | ovspB || Pcer || swmp || BeP :

1
\~ ---------------------------- "

a
NFV Third-Party
Virtual Physical
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SDN Controllers within Data Center Management

Level of Programmability

Python

Scripting REST

CLI

Neutron

\ openstack

* OPEN
3
©
o
Classic Network DevOps Tools
Management
Tools
S
=
Network Element Network IT Infrastructure

\ 4

Scope of Domain
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SDN Controller Use Cases

Software that connects the network to your business processes

{)

Custom Analytics Big Data Security QoS and Traffic
and Compliance Management

{u

Service Configuration Research and New Fault and Disaster WAN Optimization
and Policy Protocols Recovery
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Common Use Cases of SDN

Traffic Monitoring & Metering

* Network flow visibility; Flow control to
not exceed provisioned bandwidth

* Brocade: Flow Optimizer, SDN
Controller, MLXe

* Proactively detect and mitigate
L2-L4 attacks cost efficiently

* Brocade: Flow Optimizer, SDN
Controller, MLXe, ICX

de
Network Attack Mitigation Qd

N

Flow Tapping

* SDN-based troubleshooting tool
eliminates physical taps in the network

——_* Brocade: Flow Optimizer, SDN
@NhController, MLXe, ICX

loyable, -
‘y Intelligent Firewall Bypass
. Intelligently move trusted traffic to
bypass expensive firewalls
* Brocade: Flow Optimizer, SDN
Controller, MLXe
o\ J
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SDN Controller Use Case

Project Reference : Customer self service portal

Automated Provisioning Solution with SDN Controller

Customer add or
modifies an on-
demand service

[

Service as defined in
orchestration layer is
decomposed into

via self-care portal .
P vendor-agnostic API calls

API calls to SDN Controller are
translated to southbound
vendor specific messages e.g.,
CLI or Netconf

Configuration
changes are
pushed reliably to

each device
(N \\\ N
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Deploying Delay-Sensitive Apps on Legacy Networks

Traffic engineering and QoS is complex to deploy and breaks easily

O Challenges

* The user desktop is unreliable
. for QoS tagging

* Manual provisioning of QoS
and security policies is required
on every switch

* Staff with costly expertise in
proprietary technologies is required

AV/:AVN Nk
Fee2e22e3E2
IoX ICXIeKIeKIexdex oy * Multiple devices on a single port with

Z/—' @@ m [Eg] @ Egﬁ]} g different QoS needs

Fe='"" E= T == * Multivendor platform management
presents challenges
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SDN-Based Adaptive and Automated QoS

Application detects voice/video delays and dynamically requests prioritization

Lync

Server |== <

Benefits

* Fully automated and adaptive
call admission and control

Plug-in

. * Single trusted source of QoS
] management

Brocade SDN * Eliminates the need to QoS

Controller

tag at the port level
/ \
ey Fd P P Fad P P l‘_ﬁi' * Dynamic replacement of manual
P o e e e e e switch-by-switch provisioning

@‘ % b@ = Eﬁmsa\/z of static QoS policies

4!‘:{4 Lync Lync }

)‘_ @
C%\ Client Client [—\
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Bandwidth Calendaring - How it Works

Local _ _ _ _ _ _ _ _

Test Service !
Provider provide ! [#1ien

K-12.com
Test
Server

SDN

) ~~ Bandwidth
Customer —7)Q0S  policy
edge, vRouter " programmed via
Vyatta

O
_ _ - ontroller
A 0] 0] Q
e G

School Taking Online Test

K-12.com test provider buys a pay-to-
use bandwidth reservation service
from the local service provider

School reserves its timeslot for the
tests

K-12.com notifies the service provider
of the reserved timeslots by customer
number

The local service provider’'s OSS/BSS
system programs the time-based
policy into the SDN Controller

The SDN Controller programs the QoS
policy into the PE and CE routers

The PE and CE routers automatically
prioritize test-related traffic according

to the policy forthedurationof.thetest =

Nnarind



SDN Application: Automated Traffic Manipulation

Solution Components

1. Network Devices - (s ] Flow Optimizer App
Portal

- Send sFlow samples

2. sFlow Collector(s)

- Collect flow sample data

3. Flow Optimizer Application
- Analyzes and manages flows
- Policy-based Ul and REST APIs

4. SDN Controller
- Programs OpenFlow 1.3 rules
- OpenDaylight Controller
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Automation Platform: Leveraging on
Workflows

NETWORK AUTOMATION PLATFORM THAT AUTOMATES THE ENTIRE NETWORK LIFE
CYCLE AND INTEGRATES WITH CROSS-DOMAIN WORKFLOWS TO IMPROVE BUSINESS
AGILITY

© 2016 BROCADE COMMUNICATIONS SYSTEMS, INC. COMPANY PROPRIETARY INFORMATION 22 B



Automation & Integration

Rules Workflows

_‘_)l ”_'TTT I_) ga Value of Integration
sensors. |- Audit X | Actions

Feed back from Data
Center Resources

Perform actions and

Points of Integration changes to Data
Center Resources

‘ vmware’

1\ vSphere a8 Microsoft EMC qfé
openstack® ‘s’_)

£2 ggI'$I I? : J&! S amazon e e

I.Z;E.-I.ﬁ.-l. HEHEE B TP 24 amazon " YJIRA FRGERDUTY

S e e — FOUNDRY ~ NUTANEZ Cloud A
= = = = = Data Center Compute NetApp- ) .
Network Infrastructure Infrastru cturg Infrastructur Storage Operations Support Services
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What is a Workflow?

A workflow is a sequence of tasks
executed to accomplish a business
or technical objective. Workflows
are what drive efficient and
predictable IT operations.

Beyond the Network!

Workflows are not just limited to
networks. The very purpose of the
network is to provide cross-
domain connectivity between
compute and storage elements.

A true “workflow centric”
approach encompasses all of these
elements and focuses on delivering
complete services.
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Operational Workflow Categories

7 |

7 Z(0)) 7
4 TR

Infrastructure, Service Troubleshooting & Data Collection Operations & Management

Provisioning, Validation Remediation
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Infrastructure Service Provisioning D

DC Fabrics
1. ZTP process registers the §EB a
switch to the inventory service
through the registration sensor Visual Flow Web GUI Chatops
d B ===
2. Registration triggersthe“ip W& W —_ml o =.es oo
Fabric Leaf” Workflow [ ] ? o _ _
3. Workflow engine models the 6 ..... 5:@ {F] [&R] [ﬁ] [v$] {']
IP fabric Mrboan Vow  Deice | damstore  Rues  RESTAM
4. BWC walks throughthe steps - ---- -7 _ _ _ _
in the workflow N
44(‘,.. Registration x Conﬂftli’;it'on
. . S
5. Configuration is executed A e I
through the appropriate : J

“Action”
["BAB""]&- = | == | <% | eleabric € %

6. IP Fabric provision complete VDX VDX VDX VDX
(NOS) (NOS) (NOS) (NOS)

° Leaf/Spine validation
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What s it?
Workflow: Tenant Provisioning
 Users need to be able to create mappings of Edge Ports across an IP

Fabric topology and provide connectivity between hosts in the same
groups.

Logical View

L3 Tenant BGP-EVPN

* Tenants include:
- Edge Ports RS

« VRF
* RD Mappings

* Members of L2 Groups
* Apply ACL and QoS Policy

* RT Mappings
* ACLs

- Layer 2 Groups L2 Tenant T
* VLANSs - Winspsing
. + BGP EVPN Family Edge Port
* VLAN / VNI Mapping ¢ s Wi
. Qos * AssignVLAN
- Layer 3 Groups e
+ Assign QoS

* BindIP to VLANSs ©2016 BROCADE COMMUNICATIONS SYSTEMS, INC.INTERNAL USEONLY 27 >3



Create New Tenant

Workflow: Tenant Provisioning * Create L2

Create EVPN Instance
Configure New VLAN on switch
Map VLAN/VNI to EVPN Instance
Configure ACL Policy on VLAN
* Create L3
— Create new L3VNI VRF on Leaf Node

* Address Family ipv4 unicast
* Assign VNI, RD and RT
* Add L3VNI Interface
- Configure VE Interface
* Assign VE to VRF
* Create new Configure Anycast Gateway Address
* Add L3VNI to BGP Peers

*  “address family unicast vrf XYZ”
Set “redistribute connected”
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Workflow: BGP Validation

What are you trying to do?

New Peer Config

1. Configure new BGP Peer on Leaf Switch 4
* Validate BGP is running on switch
* Alerton failure
2. Configure new BGP Peer on Spine Switch
* Validate BGP is running on switch
* Alerton failure
3. Validate that BGP Peer state is established on both switches
* Alerton failure

New Subnet Config

1. Configure new BGP Advertisement on Leaf Switch 2
* Validate BGP is advertising route
* Alerton failure
2. Validate that Leaf Switch 4 receives new route:
e Validate that route_exists
* Validate the route is learned via BGP
+ Validate correct number of next-hops for ECMP
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Full Workflow Life Cycle Automation

Architecture

IP Fabric

Troubleshoot MPLS Tunnel Paths
Map Customers to Devices/Circuits
Identify changed customer MAC

Provision

 3-Stage IP Fabric

* EVPN Management

* Super Spine Support

* Firmware Management
* DC Tenant Management

* VPLS Circuits
* VLL Circuits
* ACL Control
* MAC Change

* VF Extension

* DCTenant Management
* Layer 3 Configuration

* VLAG Management

* Firmware Management

Validation

* BGP Peering State
* Route Advertisements
* Physical Connectivity
* VLAG State Checks

 Validate VPLS Sessions
 Validate VLL Sessions

* Validate ACLs are
applied on Circuits

* VLAG State Checks
* VCS Membership State
e ISL Trunk State
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Troubleshooting

Fabric Trace IP Address
Fabric Trace MAC Address
Remediate BGP Issues
EVPN Path Discovery

* VF Extension Trace
* ACL Consistency Across Fabrics
* Tenant to Fabric Mapping
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Summary Slide

- Network infrastructure with built-in automation reduces
operational and management efforts

- Ensure network equipment opened to automation platforms

« Plan to move towards a more automated environment with
software integration

- Learn new skills in areas of software networking and
automation
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